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PREFACE

—_— )

The historical role of archivists, as the secondary custodians of records,
has been to preserve all torms of documentation regardless cf dts reccrding
medium, be it etched stone, cuneiform tablets, papyrus, animal skins, or
paper. The development of inexpensive, mass-produced, shortlived paper, for
example, has required archivists to develop techniques of assuring that
historically valuable material will not be lnst.

While each of these recording media created its own problems and
archivists nave responded with unique solutions, all of these records had this
in common: the information they recorded consisted of visual symbols, most
commonly ink on paper. These eye-readable documents are, in an increasingly

- computerized society, giving way to a method of recording itzformation which is
outside the experience of mcst of the current genmeraticn of archivists,
Information is symbolized not by marks on paper, but by combinations of on-off’
signals which exist as electronic, magnetic, or light impulses on a variety of
media, and which can be "read" only by machines. While computer enthusiasts
and futurists talk of a "paperless'" society, it is not clear when, it ever,
society will reach a point when paper documents will not be used. It is
clear, however, that many busipess and bureaucratic functions are being
automated and tha' this trend will continue., The records created in the

course of carrying out these functions will become increasingly available in
mach1ne readable (MR) form. :

Suchr 1s the background for the Wisconsin Survey of Machine-Readable Public
Records. To meet the demands of a complex society, new information recordimng
and storage technologies have been created. A new medium does not necessar11y
suggest a new methodology, however. Indeed, fundamental to this project is
the assumption that public records, regdrdless of the recording medium, share
‘certain legal and administrative characteristics which require that their
management be governed by sound principles derived from past practices.
Machwne-readable records (MKR), like any records, must be managed and
ccntrolled while still in active use; their disposition must be schreduled to
assure that information is not maintained unnecessarily and that currently S
necessary and nistorically valuable information i% pot lust; selected records
must be preserved in archives; and archival recoyds must be made available for
research. ’

This discussion of the common features of records does not imply that
there are no differences between MRR and more traditional paper and microtorm
reccrds. Indeed, it was the purpose of the project to identify the technical,
intellectual, and administrative problems associated with a records management
and archival prcgram tor MRR. Many of these problems are outside the scope of
most archivists' experiences. . Archivists, slthough often intimidated by *alk
~of bits, bytes, bauds, and bugs, nevertheles: have an obligation to develop
suf£1C1ent expertise to meet the challenges MRR present.




%‘

’ .
1V / - The Wisconsin Survey of Machine-Readable Public Records

v oo ' ' ,

Another assumption was that; altﬁough MRR bring with them a new set of
problems, they also present some opportunitieés: information in MR fcrm is
recorded very-densely, thus offering a potential for saving space; MRR are
easi1ly manipulated and analyzed, thus providing improved access for

researchere; and MRR make '"masking'" individual data elements possible, thus
ensuring confidentiality. ‘

This report is an analysis of both the problems and opportunities
presented by MRR based on the experiences in one state. It is one step toward
a better understanding of the wealth of non-traditional documentation that
must be made available to future generations of historical researchers.

P

The report represents a close collaboration between two institutions--the
State Historical Society of Wisconsin and the Data and Program Library Service
(DPLS) of the University of Wisconsin-Madison. The Historical Society has the
legal responsibility for the records of the State of Wisconsin and many years :
of experience in appraising, processing, and providing access to public
records; the DPLS has fifteen years' experience in developing documentation
standards, bibliographic control, amd machine-independent management and

maintenance systems. The cooperation of these two institutions has made it
possible to chart a course for the administration of MRR archives.
e . July 1981
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EXECUTIVE SUMMARY

Between November 1, 1979, and April 30, 1981, the Archives Division of the
State Historical Soc1ety of Wisconsin and the Data and Prbgram Library Service
of the University of Wisconsin-Madison carried. out a cooperative project, the
Wisconsin Survey of Machine-Readable Public Records. This Final Report
documents the history of the project, reports its findings, and presents
recommencdations for establishing a stdte archival program to administer
machine-readable records (MRR). :

-

The following recommendations are made to state agency administrators,
legislators, and other state archivists who intend to implement a MRR program:

(1) Pre-archival control over state agency MRR must be established
without delay. Stat encies must deve op a records management
program for MKR chat responsive to the needs of state agencies and
at the shme time assures the preservation of important records for
future use. MRR Tust be inventoried and scheduled by the state.
agencies for future disposition. The fragile and ephemeral nature of
MRR requires that an agency-instituted program of maintenance and
preservation be:immediately put into place. Agency records
custodians must be trained in these new types of records and new
technologies. The ‘state archives can assist in all these
activities. Policies, systematic procedures, and cost-sharing
formulas for the transfer and preservation of MRR must be developed.

(2) There must be legislative recognition 6f the value of MR
administrative records for secondary analysis. Statutes and
administrative rules must provide a means to make the records
accessible for scholarly research while safeguarding the rights of
privacy of individuals whose activities are documented in the
records. Though relatively few records_are restricted, such records
constitutes « valuable resource and need to be exploited. However,
the lack of consistent policies and of systematic procedures to
‘permit the use of these recoérds for statisticdal and other research
activities creates a significant barrier to their utilization. -
Archivists must become involved in drafting legislation that would
permit scholarly access to this valuable resource.

(3) Lack of documentation about the creation and processing of MRR deters
access by the record-creating agency, the archival agency, and
researchers. Standards for documenting MRR have been developed and
are being instituted by agencies of the federal government. State
agencies and‘grchlves should utilize these standards to 1mprove the
quallty of documentation of their MRR.
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(4) Means must be developed to extract selected data from the large and

) complex data base management systems being installed by state

agencies. Unless these systems are designed to maintain h1stor1cal

or non-current information, much of the record of the agencies'

activities will be lpst. The socLal research community, the

archives, and the state agencies will all benefit from cooperative

v efforts to design data‘base management systems which have the
capab111ty to create historical files for research at a low cost.
(5) State archives must develop a capacity, to administer a program for .

preserving MRR. The archrves must- develop‘the in-house capabilities
to accession, maintain, and provide agcess to MRR. Without the
capability to reSpond to new records structures,. storage medla, and
technologies, important public records will. be 1rretr1evab1y lost. §A
Further, the future will see fewer 'publig records created in
‘traditional formats and media. The archival profession must_respond
to the challenge of the new technologies. Because MRR are dbften
complex, dynamic, and tied to a rapidly changing technology,

L _ archivists must seek guidance and expertise. - Expertise is ava11ab1e

) : through organizations such as university-based data archives and the '
National Archives and Records Service (NARS). This expertise should

be applied to adm1nlster1ng MR public records produced by state
government.

-

During the project a number of technical yveports were issued. They are
included as appendices to the copy of the Final Report submitted to the
National Historical Publications and Records Commission. Each state archives
has been sent a copy of the Final Report, but not the appendices. They are
available at cost from the State Historical Society of Wisconsin and are
recommended for their detailed description of the impact of automation on
state agency records—-keeping practices.

. ~ Appendix A, Technical Report #l1. A Report on Data Processing and

Machine-Readable Records in the Department of Pub11c
Instruction. (61 pages) '

-0

Appendix B, - Technical Report #2.- A Report on Data Frocessing and

Machine-Readable Records 1n the Wisconsin Department of
Revenue. (64 pages)

\

Appencix C. Technical Report #3. A - Report on Data Processing and

. Machine-Readable Records in the'Department of Health and
Social Services. (89 pages)

'

Appendix D, Data Collection Form for Describing the Data .System and
Machine-Readable Records. (3 pages) .
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Appendix E. Undexstandiné Automated Record Systems. Workbook #1 (16
. pages) Techniques to Inventory, Describe, Appraise and
Schedule Machine-Peaddble Records. Workbook #2 . (15 pages)

Appendix F. Technical Report #4, The Social Utility of Personal

: Information. An Examination of and Recommendations for
Statutory Protection and State Agency Policies and
Practices Regarding Research Access to Confidential
Records.. (207 pages)

‘e »

Appendix G. -A User's Guide to the Machine-Readable Data File. (sample

docunténtation) (35 pages) s

t

The: project also accessioned and processéd five data files. During che
description process, finding aids were‘'created for each data file. The
“principal finding aidé--the user's guides--and the data files are available at
cost from the State Historical Society and the Data and Program Library
~ Service. These files include: -) (»

1. Department of Public Instruction. Division of Management, Planning
. gnd Federal Services. Public School Enrollment, 1974-1975.

[machine-readable data file]
B

2. Department of Public Instruction. Division of Management,. Planning
and Federal Serwvices. Non-Bublic School EnrollmentJ 1974-1975.
w .[machlne-readable data file] . . ;

3, Department ﬁf Public Instructign. Division of Management, Planning

and Federal Services. Ethnic'Data, 1974-1975., [mac?ine-ngadable dota
file] o

4. Department of éﬁﬁlfc.lnﬁtruction. Division of Management, Pianning
and Federal Serviceg. Teacher Name and Employment File, 1970-1971.
[machine-readatle data file]

5. Department of Public Insfruction. Division for 'Handicapped :
Children. Needs Assessment Survey, 1978-1979. [machine-readable data
file] _ :
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, During the last three decades, computer. technology has altered the
ecords-keeping practices of local, state, and federal government agencies.
Computer-assisted administrative, research, policy, and evaluation activities
create a new form of public record, the machine-readable record (MRR). MRR
offer potential solutions to a number of pressing archival problems, including
the increased volume of paper records, difficulties of information retrieval
and manipulation, privacy and confidentiality concerns, reproduction and
dissemination, and linkage with other records series. ”
There are few archival programs to administer public records in .
nachine-readable (MR) form (the National Archives of the United States and the
Public Archives of Canada are notable exceptions). Therefore information on
the quantity of MRR generated by state agencies, their contents, and how to
gain access to them has beep lacking, and archivists have yet to develop the
knowledge, technical skill,\srd resources to preserve and disseminate these ‘
records. '

Y

This lack »f information.aﬂq expertise led the Qrchives Division of the
_State Histor: :al Society of Wisconsin and the Data and Program Library Serxvice’
of the University of Wisconsin-Madison to request funding from the National
Historical Publicaticns and Records Commission (NHPRC) to carry out a pilot
project to inventory’, appraise, and accession MRR from selected Wisconsin
state agencies. The project brought together the expertise of public records
archivists and specialists in MRR, The objectives were to develop an archival
program .for appraising, accession. ‘g, preserving, and using MRR. This
cooperative project ‘was intended t. naximize available resources and
expertise; to serve as a model for other state archival programs; and to test
the teasibility of an archival agency's reliance on an outside organization to
handle materials réquiring Spgcialized technical skills and facilities.
The project had six goals: - .
(1) 1dentify MRR in’ selected state agencies. .
(2) Prepare the Archives Division for future appraisal, accessioning, and
) management -of these records. ' . ‘
- (3). Train'agencies' records personnel in scheduling and disposii(bn of
MRR. - . . ‘
(4) Develop administrative strategiesfto deal with.confidentizl ’records.
(5) Develop a proposal for a cooperative program between the Archives
Diyi'sion and the University of Wisconsin-Madison.
(6) 1Issue reports on the project.

-

.
.

Information gatheréd through a records survey would enable the archivists
to identify and describe MRR and anticipate problems of gaining custody and
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transferring them from the originating agencies to the archives. This
information would be used to establish appraisal guidelines and to draft
disposition schedules for MRR. Training records officers and data processing
personnel would be the first step in creating an effective MRR mandéqg:nt
program. Administrative guidelines and technical procedures for accedy and
retrieval of MRR containing confidential informationr would assist the archives
and DPLS in protecting and disseminating these records. Evaluation of the
joint venture would determine whether it could serve as a model for a future
cooperative program to accession,. preserve, and use MR public records. The
findings were designed to be shared with state agency administrators - and
records managers and archivists in other states, ’

Throughout therproject, the staff were aware tbat their effort constituted
a first step toward understanding what will be required of archivists in order'
to cope with new .technologies. This Final Report is ﬁn effort to share
experiences wi:h other archivists who intend to develiopiarchival programs for
administering MR public¢ records. ‘ .

N

The Final Report summarizes the Wisconsin Survey of Machine-Readable
Public Records project :hat was conducted between November, 1979, and Jauuary,
1981. 1In Part One the history of tke prouject and the strategies employed to
inventory, appraise, and accession MRr in the State of Wisconsin are
described. Part Two describes the findings of the records survey. Part Three
contains recommendations for establishing a MRR program for state archives.
Th2 Final Report tries to balance specificity and generality, in an effort not*
to burden the reader, but at the same tiue provide a document that will helnr
archivists avoid the pitfalls encountered along the way. Detailed information
that does not find its way into the body of the,Final Report is found in the
Appendices. which are available from the Historical Society. :

-

Mac. adable records are defined as records that require access to a
computer .o transform their contents into a human-readable form. MRR are
recorded on various physical media--punched cards and magnetic media such ‘as
tapes, disks, drums, and-diskettes. Their contents range from the text of a
ietter, t¢ detailed accounts of receipts and expenditures, to responses to
Survey questionnaire$, to complex patterns of digits that represent the series
of coordinates that constitute a map. 1In Wisconsin, MRR are public records
regardless of their storage medium or contents, as long as they are made or
received by a state agency in ‘the transaction of public business (s. 16.61,
Wis. Stats.).

The growth in the use of computers and the attendant increase in the
volume of MRR in Wisconsin state govenment agencies make this project
necessary. Machine-readable records have characteristics which pose a variety
of special problems for archivists. Most machine-readable records are stored’
on magnetic tape, which is a fragile medium compared to paper or microform.
Magnetic tape must be stored properly under stable environmental conditions
and subjented to routine maintenance-~cleaning, rewinding, and copying. Such
maintenance prolongs the life of the storage medium and without it long-term
preservation of the information on the tapes is not possible.

1\j
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MRR, because of these characteristics, present new problems for archivists
and records managers. They must, therefore, find ways.to identify valuable MRR
at an early stage in their life cycle, and then develup methods to monitor
their maintenance prior to transfer to the archives: Once records in MR form
are brought into archival custody, the archives must assume the responsibility

and be prepared to pay the costs issociated with their maintenance and
preservation. :

Another feature of MRR is that they can easily be updated, reformatted,
copied, erased, and otherwise altered. This characteristic of the records
creates additional problewus for archivists and records managers. First,
information can bq deleted from a MR file without a trace of evidence that any
changes occurred.ZLBecause of the dynamic nature of MRR, both technical and
conceptual questighs are raised regarding when and how to capture historical
data. Unless those who design automated records keeping systems are made
aware of the potential future value of the information, many systems will be

esigned without methods to retain information of long-term value. Second,
the ease of copying and reformatting the data leads to a proliferation of
records both in MR and manual form. Many of these records are closely
related, yet not always idemtical. Archivists must identify "the most complete

.and usable copy and determine the most desirable versions and .formats in which

to retain the information.

Another characteristic of automated records systems is that the MR version
itself does not contain all of the information needed to access, use and
understand the record. In addition to the records themselves, documentation
is required that describes the contents, arrangement, codes, and technical
characteristics of a MR file. Without complete and accurate documentation,
archivists are unable to appraise the informational value of the files and

‘'users cannot retrieve the information or understand the file's contents.

The use of computers by state agencies has also altered the organizational

,environment in which records are kept. For automated systems, the

responsibilities for defining, producing, maintaining, and using records are
shared by three groups: the creators of records, the usere, and data
processing personnel. As a result, management of MRR requires coordination of
the activities of all of these records keeping personnel. The archival
dctivities of inventory, appraisal, and scheduling become more complex as
well., The information needed to understand and appraise a MR file.must core

from a variety of sources.

Amendability is exacerbated by a prevailing (and erroneous) belief that
MRR are not public records. Many records creators and custodians do not
consider MR files to be "records" due to the fragility of the storage medium; .
the ability to erase, update, copy and reformat the data; and the short term
use of the information. Unlike textual records which have a growing physical
presence that demands attention, MRR are compact and the storage medium can be
erased easily and reused. Because they are usually stored in a data-
processing center physically removed from the offices of their legal
custodians, they are easily ignored. Both their legal and physical custodians

1 4 \\‘
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must be made aware of the legal status of MRR and the special problems
associated with them. They must then be integrated into the conventional
procedures for orderly disposition of public records.

On the other hand, MRR, if properly managed and maintained, offer
potential solutions to several pressing archival problems. During the last
few decades, archivists have confronted an ever-growing mass of paper files.
The volume of some records gseries is so great that it is impractical for a
researcher to sort through the records manually. Some large records series
must be deétroyed even though they contain information which is of value for
future research; archivists often find that the space required to store such
records and the difficulty of manipulating and gaining access to the
information they contain make retention ‘impractical. For some voluminous
records series, MRR can resolve this problem. In MR form, they are very
compact, and offer the potential for rapid access, relatively easy information
retrieval, and greatly increased manipulability. ‘

MRR also have the potential of resolving some of the tension between the
individual's right to privacy and the public's right to have access to
information. A variety of techniques have been developed to strip personal
identifiers and other identifying information from MR files. Using these
methods, called disclosure-avoidance techniques, archivists can make
micro-level data available for statistical research in such a way that the
identities of all individuals are masked..‘r

MRR also permit more effective research use of public records. First, the
information in a MR file can be rearranged, aggregated, compared, and
subjected to statistical tests without the laborious tasks of sample
selection, data collection, codingy and data entry. A widely-available
collection of high quality data on a variety of demographic, economic, and
social characteriatics of the population could significantly reduce the need
for indepeudent data collection on many subjects. Some MR files have the
additional advantage of potential linkage with other files, thus providing a
more comprehensive set of documentatlon on some subjects than would otherwise
be available.

MRR can be easily duplicated and thus offer a great potential for wider
"distribution of research resources. In the future, researchers may no longer
need to visit a central research facility because the information they need
can be mailed to them or distributed through a telecommunications network.
Finally, MRK can be. used to generate finding aids to paper and microform files
which will help archlests provide improved access to the archives' holdings.

Y




PART ONE: HISTORY OF THE PROJECT

1. Preparation

During the first three months, Margaret L. Hedstrom, project archivist,
was hired and trained. She reviewed literature about MR archives, privacy and
“confidentiality, research use of micro-level data, computer technology. and
records surveying. She also attended a one-week, intensive training session
at the Machine-Readable Records Division of the National Archives and Records
Service (NARS).

The staff conducted research on state agencies' data processing
activities. The State Data Processing Plan was examined; data processing
personnel were interviewed; data processing and recorde management at the
state and agency levels were evaluated; and key issues and problem areas were
defined. This included defining what constituted MRR, and establishing
policies and practices governing data collection, documentation, confidential
information, and retention of MRR., A data collection form was developed to
gather information about the contents and technical characteristics of MRR.

2. Survey and Analysis

During the next nine months, MRR surveys were conducted in the departments
of Public Instruction (DPI), Revenue (DOR), and Health; and Social Services
(DHSS). Detailed reports of data processing ‘activities and of the MRR series
were written. (See Appendix A [DPI], Appendix B [DOR}, and Appendix C [DHSS]).

In February and March 1980, a comprehensive inventory of the major data
systems was carried out in the DPI. Twenty-six data: systems were identified
and detailed information gathered on the contents and technical
characteristics of the files.” Sixteen individuals were interviewed to obtain
information about agency MRR policies and about specific files. Components of
MRR description were defined and the format for Records Disposal ’
Authorizations (RDAs) developed. Three RDAs for eight MR records series were
drafted and approved by the Public Records Board at its April meeting.

During April and May 1980, the project archivist met with records
management and data processing personnel at the DOR to explain the goals of
the project, lay the groundwork for the survey, and discuss how confidential
information would'be handled by the agency and archives. Seventeen agency
staff members were involved in meetings and interviews regarding general
agency policies and specific MRR. Interviews with key agency personnel and an
inventory of data files and systems revealed 13 systems which appeared to

._9..-'
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contain data of potential research use. RDAs covering four MRR series were
drafted and approved at the July meeting of the Public Records Board.

The DHSS was surveyed during May, June, and July 1980. Due to the size of
the DHSS and its extensive use of computer technology for records keeping, the
investigation was limited to the Division of Community Services, the Division
of Economic Assistance, and the Division of Health. No attempt was made to
compile a comprehensive inventory of all MR data files. Rather, the survey
focused on access to confidential information, the agency's use of large
online data bases, automated welfare case files, and the'exchange‘of
information between state and federal government agencies.

To carry cut these three surveys, a methodology was developed to promote
consistency and completeness in our information-gathering activities. The
methodology described in this section repr ts only a general framework used
to conduct surveys of data processing activities and MRR in the three
agencies. Information about MRR differed among the agencies for a variety of
reasons, including the degree of centralization of data processing; awareness
of the research potential of the agencies' records; and the guality and
availability of reports or partial inventories of the agencies' MRR. Methods
became more refined as the project staff became more familiar with the
problems and sources of information about MRR. '

Background research into state agencies and state-wide data processing
activities prepared the staff for the project and was used to develop the
criteria for selecting the sample of agencies to survey. The annual Wisconsin
Blue Book provided information about the administrative structure and
functions of each agency, information about exchanges of data between the
agency and local or federal agencies, and in some cases identification of key
divisions within the agency where MRR were created. The agencies' biennial
reports to the Legislature provided information about major systems
development and specific automated systems. The biennial reports from the DPI
made reference to several specific systems, whereas those for the DOR and the
DHSS provided only general statements about data processing activities with
few references to specific systems. The inventory of tapes deposited at the

.State Records Center and of COM center users was consultcd for names of

specific systems. Some RDAs contained indications that tne source document or
report covered was related to an automated system. The project staff
interviewed key Department of Administration personnel responsible for the

. administration of data processing services, to gather information about

implementing and operating the state data processing plan and proposed
regional computing centers. Major data producing agencies were identified
(i.e., agencies for which the production or use of MRR are central and
integral parts of the agency's activities).

2.1 Selecting the Sample

Major data-producing agencies, defined as agencies for which the
production or use of machine-readable records are central and integral parts

1/
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of the agency's activities, were identified in order to select those that
would provide -the project staff with an opportunity to explore a range of
problems. Several sources were examined including the Wisconsin Blue Book, an
inventory of computer tapes deposited at the State Records Center, an
inventory of users of the state Computer Output Microforms (COM) Center, and a
review of the RDAs for several agencies. Of the 56 state agencies, at least
36 produce or use machine-readable records and 17 were defined as major
data-producing agencies. The University of Wisconsin, the largest single
data-producing agency in the state, was excluded from the survey for practical
purposes and because the University Archives is the official repository for
its records. Each of the 17 major data-producing agencies were ranked
according to seven criteria:

(1) Produces confidential records.

(2) Produces housekeeping records.

(3) Produces records that are likely to have research value.

(4) Has functional relationships with local, county, and federal units of
: government. \

(5) 1Is dependent on data systems to meet multiple needs.

(6) Has a sepavate planning, evaluation and researyh division.

(7) Has a separate data processing unit.

The final selection of agencies was made from a ranked list and the three
agencies selected met all the criteria.

-

: \ _
2,2 I1dentifying Data Processing Systems and Maqhine-Readabfe Records

An effort was made to identify and compile an invéntory of data processing
systems and MRR. Sources for the inventory varied consxderably among the
three agencies. Sources included information from the biennial and internal
reports listing all major computer applications, costs and products or
services provided; printouts from data dictionaries; interviews with data
processing, records management, and information services personnel; and
already-produced guides to the agency's information system.

2.3 1Identifying Information about Files

Our first step was to identify key contacts within the agency who could
provide us with information about specific data systems. These key contacts
included directors of data processing, information systems specialists, data
coordinators and records managers. They then referred us to individuals
familiar with each data file.

We found a sharp division of labor between data processoks and users. It
was necessary to talk with a number of individuals in order to gain a
comprehensive understanding of each file. Users, who include program
administrators, research analysts, and file clerks, generally are responsible
for collecting the data, determining the output requirements of automated

18
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systems, and using the system for program evaluation, ‘planning, and

reporting. Data processors include a wide range of personnel who design
systems, enter data, write programs and techmical documentation for the files,
operate the systems, and coordinate and supervise numerous data processing
applications. Some of the larger agencies have information systems
specialists who serve as liaisons between users and data processors. While
the latter specialists were able to provide general descriptions of automated
systems and to refer project staff to the appropriate users and data
processors for additional information, they often lacked detailed krowledge of

.

Information about each data file was then compiled after interviews with \3\\
these personnel and from published reports related to the file. One form for
each data file was completed, based on the interviews and examination of
source documents, RDAs for the source documents and output, and the file
layout (if available). Data processors provided information about the
physical structure of the data, its arrangement, retention policies,
maintenance practices, updates, and master and processing files. After
completing the survey in each agency, the project archivist drafted
descriptions and recommended retention schedules for selected files.

.

2.4 Describing the Data Systems and Machine-Readable Records

The project staff initially designed two different forms for gathering )
information about the data systems and data files. The assumptlon behind the
two forms was that most MRR would be in "“systems" which consisted of several
master files, linked together to perform a variety.of functions. We found
that while ‘a description of the linkage among files is useful in a multi-file
system, much of the information on the data system repeated that on the data
file form. We tested the data collection form in the DPI and revised and
simplified it for surveys in the DOR and the DHSS. (See Appendix D for the
final form.) :

The revised survey instrument was based on a form used by the NARS
Machine-Readable Records Division for their 1975 survey of federal agencies'
MRR. We collected three types of information about each master file:

(1) Contents and purpose of each file (elements of information that would
be included in a survey of textual records). These elements included
records creator, title, inclusive dates, location of ‘the records,
purpose, contents, and unit of analysis.

(2) Technical characteristics of each master file (physical and logical
structure of the data, storage medium, and software and hardware used
to create the file). Elements were limiced to factors that would
have a direct bearing on appraisal considerations (feasibility of
preserving the data in its original form; costs and problems’
associated with transfer to the archives; potential problems
researchers might encounter when using the data).

19
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(3) Processes used to create and operate an automated system. This
information allowed us to examine all the components of an automated
system simultaneously and to analyze the relationships among its
.parts. :

In an administrative environment, documentation, which is essential for
interpreting the contents of MRR, is dispersed among personnel throughout the
agency. To gain control over the documentation as well as the data files, a
series of questions about the existence and locatlon of the documentation was
added.

2.5 Selecting Data Files

A comprehensive survey of MRR was conducted for the master file of each
data system in the DPI. In the DOR, however, only data systems which appeared
to contain data of potential long~term research value were selected for
evaluation. In both the DOR and the DHSS, an attempt wss made to select
systems which would also acquaint the project-staff with a variety of issues:
updated files, files with multiple source documents, data collected for
research, samples, large and dynamic on-line data bases, automated case files,
confidentiality, and exchange of data between local, state, and federal
agencies. All these issues constitute significant archival, technical,
administrative, and inteilectual problems.

3. Accessioning

Kathy Unertl, a member of the Data and Program Library Service staff, was
hired in October, 1980, to provide technical assistance and coordinate the
transfer of selected data files from the originating agencies to the
‘archives. Negotiations between the agencies and the project staff already
-were underway to arrange for transfer of the data, for evaluation of the
documentation, and for access to the files once they were turned over to the
archives. During October, November, and December, Ms. Unertl accessioned six
data sets from the DPI'and the DOR. 1In addition, she compiled documentation
and drafted finding aids for five files. Accessioning activities included
locating and compiling documentation, transferring the deta to new tape,
verifying a printout of the data by comparing it to the tape layout,
reformatting the data when needed, and creating duplicate back-up copies of
the tapes.

2

4. Workshops

The prOJc“t staff spent much of October in preparation for the workshop
including doveloping two workbooks for the practical training sessions (see
Appendix E). The objective was to disseminate the findings of the project and
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provide ;ra{ning-in records management and archival retention of MRR.. The
workshop for records managers, administrators, selected data processing
personnel, researchers, and archivists was_on November 11 and 12, 1980.

The wBrkshop consisted of general sessions followed by practical training

-gegssions. 'The ggﬁéral sessions, aimed at a wide range of personnel associated

with MRR, were held during the morning of November 11, and were attended by
approximately 150 persons. These sessions included a keynote address by Bruce
Ambacher of the Machine-Readable Records Division of NARS and a panel '
discussion of legal issues, technology and trends, records management,
archival concerns and research use of MRR. Participants in the panel included
Max Jv Evans, project.co-director and moderator, James McDermott, assistant
attorney general, Larry E. Travis, professor of computer science, lIW-Madison,
Mary Ann Woodke, state-wide records and forms management coordinator, Margaret
L. Hedstrom, project archivist, and Martin H. David, co-principal investigator
and professor of economics, UW-Madison. :

Two practical training sessions in records management for MRR were held
during the afternoon of November 11. The first session focused on the
components of automated records systems including the computer system, the
personnel, and the records. Basic data processing terminology was presented
and the elements of records management for MRR were discussed. The second
session provided practical training in records management for MRR. Methods to
identify, describe, appraise and schedule MR data files were presented and the
participants examined a case study and completed a scheduling exercise using
real-life examples of MRR from state agencies. These limited-enrollment
sessions were repeated on November 12, About sixty persons attended the
practical training sessions representing 20 state agencies, six of the UW
campuses, the City of Milwaukee, and two private businesses.

5. Reporting and Other Activities

The project staff spent December, 1980, and January, 1981, writing the
final reports on the project and conducting follow-up activitie®. During the
course of the project, members of the project statf also participated in
several related activities. Ms. Hedstrom presented a paper entitled "Privacy,
Computers, and Research Access to Confidential Information' at the 1980 annual
meeting of the Midwest Archives Conference and a paper entitled "The Wisconsin
Survey of Machine-Readable Public Records: Techniques to Inventory, Appraise
and Schedule State Records" at the 43rd annual meeting of the Society of
American Archivists in October, 1980. Dr. Ham gave a brief presentation about
the ﬁ ject at the 1980 annual meeting of the National Association of State
Archi:§§ag\and Records Administrators in July.

Betweé;\ﬁb ember 1980 and February 1981, Alice Robbin analyzed tederal and
state statutes and administrative rules pertinent -to access to confidential
MRR for research and statistical purposes, examined published reports of these
policies and practicés\ and interviewed upper- and lower-echelon agency
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administrators with regard to administrative practices for these records. The
‘results of this study are found in Technical Report #4. The Social Utility of
Personal Information. An Examination of and Recommendations for Statutory
"Protection and State Agency Policies and Practices Regarding Research Access

to Gonﬁi!gntial Records (See Appendix F). Ms. Robbin also testified before a
‘commit¥€e of the Wisconsin State Senate on a bill to recodify, clarify, and
amplify state law concerning access to public records.

Professor David prepare&fa paper based on the project, "The Great-Rift:
‘ Gaps Between Administrative Records and Knowledge Created through Secondary
Analysis," presented at the International Conference on Computers and the
Humanities, Ann Arbor, Michigan, May 28-29, 198l. Ms. Unertl conducteg a’
~study of the feasibility of transferring the MR versions of Wisconsin
individual income tax returns, 1970 to date, from the DOR to the State
Archives. Members of the project staff also offered guidance to records
managers in several agencies regarding the scheduling of specific MRR.




, ' PART TWO: FINDINGS

: The experiences gained during the course of the, project serve as a basis
for generalizing about the quantity and nature of MRR in state agencies.
However such generalizations must be tempered with an awareness that agencies'

. data p.ocessing and MRR management activities differ in the extent to which

"~ automation has been applied to records kekping activities; the quantity and _;;
nature of MRR; the soph1st1cat10n of data processing methods; procedures used

.to manage and document MRR} and several other areas which are discussed below.

6. Quantity and Nature of Machine Readable Records
State agencies use computers for a’wide range of records keeping

applications. Coasequently, many MRR document routine.administrative’

activities, such as the distribution of public funds, collection of revenues

and taxes,.issuance of licenses, and case management of client records for

state-supported or state-administered programs. Areas such as state property

inventory and control, financial accounting, and licensing appear to be almost
.universally automated. '

Many routinely-generated state and federal reports are produced with
' computer assistance. Automated systems are used frequently to gather and
process enumerations and descriptive information about public institutions
(censuses of schools, teachers, students, hospitals, health professionals,
etc.). Less common applications inclyde special studies apd surveys, data
_ collected for evaluation of policies :nd programs, as well as many special
¢ applications unique to each agency. Ipe DOR ‘and the DHSS use computers to
some degree for nearly all records keeping functions. Computer applications
in the DPI are less universal and are concentrated in the areas of
enumerations, financial accounting, and state and federal reporting.

Agencies' use of computer technology rarely results in the collection of
 new types of data. Rather, computers are used to process and store the types
of information that agencies have traditionally collected. Most automated

systems were designed to assist in the management of large volumes of data
that are subject to either frequent arithmetic manipulation or updating.
While many of the files contain data that could be used for statistical
analysis, information in most MR data files is ordtnarxly collected for
administrative purposes. Thuse MR public records differ in a number of ways
from MR data files produced for research. The content of many files is

* limited to a few data elements mandated by statutes, program guidelines, and
reporting requirements, or selected from more extensive textual
documentation. Individuals, institutions, and businesses report information
about attributes, events, and transactions on simple reporting forms rather

-17 -
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than on sophisticated survey"iﬁstrumeﬁts\which solicit information on .
attitudes, behavior, and social or economic characteristics. Unlike survey
research files, administrative files usually are part of large, multi-purpose
automated records systems. They cover an entire population and are generated
at regular intervals on an on-going basis. < “

Ther project staff was particularly interested in determining to-what
extent MR files duplicate information fownd in other formats. Because most
MRR are extensions of manual systems, there is a strong relationship between
the informational contents of MR files and the textual records. Automation of
record-keeping has resulted in a proliferation of the.same information in a
variety of forms. The strong relationship between MRR and textual records has
important implications for archival programs because records managers and
archivists must analyze all the components of an automated records keeping

"

In many cases, MRR represent the core of an agency's information systems,

- aystems which consist of both textual and MRR. Usually, the informational

contents of the MR components of these systems are nearly identical to or
extracted from the' textual components. One result is that the same
information is likely to exist in several forms (paper source documents,
coding forms, magnetic tapes, COM and/or paper printouts, and published
reports). Information is likely to be available as both micro-level data and

. as summary statistics, and in several arrangements (alphabetical, numerical,
~and/ot geographical) with minor variations among the different forms and
--versions. Variations of the same information could be found in processing

files, extracts from the master file, and computer printouts.

However, there are some notable and important exceptions to the strong -
relationships between MR files and textual records. For example, in the DOR,
we examined the data base for the 1974 tax model. This file was constructed
by linking several types of records containing economic and demographic data
on some 20,000 househc!ds. Some of the data were obtained from MR files while
other data were coded from hard-copy source documents. Thus the tax model
data base constitutes the only source of such extensive documentation on this
sample of households. Similarly, the DHSS maintains a large on-line data
base, the Computer Reporting Network (CRN), which contains data on public
assistance recipients. While more extensive documentatiom’ on these clients
exists in the hard-copy case files in each county social service agency, the
magter file of the CRN is the only centralized source of this data for the
entire state.

. <

o

Because there is currently a stroﬁg relationship between the- content of
conventional and MRR, archivists have a short grace period in which to
establish programs for long-term preservation of information in MR form.
Although some such information 18 unique, in most cases it could be
reconstructed from textual sources. However, this situation is changing
rapidly as agencies begin to utilize more sophisticated computer technology
and increase their use of word processors, mini-computers, on-line systems,
and data base management systems (DBMS). Unlike the present situation, in

-
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wh1ch archivists can select the most suitable tecords from a number of
available formats, technological trends suggest that in the near future much
of the documentation w111 exist only in MR form.

.
o .

7. Problem Areas and Implications .,

This section of the repor{ examines a number of problems which must be
solved in deve]oping an archival program for MRR. Since MRR must be brought
under control at an early point in their life cycle, the foundation for an
archival program is a solid records management program.in the agencies. Thus,
some of the problems discussed below must be addressed by the agencies-through

. improved records management procedures; others by the archives through ‘
expanded programs, resources, and skills; and others through cooperation.
between a variety of agency, archives, research, and technical personnel.
Archivists must play a 1ead1ng role in stimulating 1ntere!1 and cooperation in
this endeavor. :

.
H

7.1“'_1::1 tification of Systems and Master Files
; -
$he first objective in gaining control over the MRR in each agency is to
gain a comprehensive overview of its records. The surveys demonstrated that
agencxes.do not have inventories of MRR nor have they applied standard records
management procedures to these. records. . Centralized sources of information
abtout the- agenc1es'°MRR are e1ther unavailable or inadequate.

-

Two centralized sources of information about MRR were explored, tape
library listings and automated data directory listings, both of which are
incomplete. e .

Tape litrary 11st4ngs are computer printou:s on each Jtape in a computer
center's tape {}brary. The computer centers produce these library listings on
a regular basis to reflect the ftequent changes in the tapes. While the tape
library listings include all tapes in the tape 11brary (both processlng and
master files), tapes located elsewhere, such as in other computer service
bureaus, records centers, or users' offices, are not 1nc1uded nor do they
include files maintained on-line on the computer center's disk drives. The
tape library listings usually provide only a limited amount -of information
about the tapes and use many codes and abbreviations.

' The data directory listings contain more information about: each f11e, but
seldom provide enough 1nformat1on to identify the master files or locate the
file sponsors. Wisconsin's largest regional computing center for state
agencies is currently installing an automated data directory system and the
DPI has a data directory for files 1Q§1t8 data base managemant system. A
listing from the DPI system provided dﬂe important details about the files, :
but could not substitute for a comprehensive inventory. It did not provide .
enough information about custodians and users of the files and the abbreviated
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file and variable titles were too incomplete to allow for~identification of.
. ' fthe specific data sets. ,However, the trend amnng data processing centers to
C, acqu1re more sophisticated software for inventory and contro. ot MRR may
" - eventually provide records managers and archivists with a centralized source . )
of informition about the MRR in state agencies. Elaborate data directory
., . ~ systems include such features as narrative and technical definitions of files,* - = '
. logical "records. and variables; automatically- produced file layouts; retention 4
schedules; and terms of access. . ’
g ‘ The absence of a cddbenieht, centralized source of information about .

. agency MR data files requires that other sources be investigated. These
gources vary in each agency. Where no centralized inventories are available,
those conducting Qunyeys must-rely on agency reports, interviews with key data
processing personnel;, data processing division reports on the costs of ’
operating major systems, guides to ihformation systems covering special
subject areas, budge&hrgqgeszs:for expansion of data processing services, and
agency’ planning documents.. Key personnel in data processing divisions and
offlces respon81b1e for agency information systems can provide initial
1nformat10n about the titles, dates, and functions of automated systems and MR
files. '

. R e
- . N

Records managers, although the logical ones ta provide this 1nformat10n,
have not Been involved in the invéntorying of MRR. Most recprds managers are
reluctant to- initiate such procedures, usually citing lack of knowledge and .
experience with MRR as the reason. As long as MRR remain outside of agency
records management procedures, archivists should anticipate spending
consideratle effort compiling inventories of MRR. This approach to
identifying and locating master files is time consuming and labor intensive,
yet deldom yields comprechensive regglts. . Furthermore, the creation of new
files and systems makes inventoryigg an on-goigg activity.

Pt -G

7.2 Revisionaﬂand Modification of‘Automated Data Systems

Moé% MRR are created .as a function of on-going administrative activities.
Because most of these files span several years, they are subject to frequent
modifications and Eev131ons. Revisions and modi fications are made in response
to changes in program guidelines, goals, and objectives; to changes in the
structure of the data when technological innovations are incorporated; or to
changes in daca collection, coding, data entry, and other procedures when
improvements are made in the quality and efficiency of 'the system. Automated
systems facilitate revisions of the data, new additions, error corrections,
and transformation.

However, the dynamic nature of automated systems has several important
implicdtions for archival programs since the contents of one file may. be
different from files created by a later version of the same system: -

N v .

(1) Since the contents of the file change over time, MRR may not provide

' comparable data that can be used for time-series analyses or other

2H . ‘ .
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lono‘tudinal comparisons. In cases where the contents of the file
remain relatively stable, minor changes in the definitions of
variables or the scope of the file will require additional
documentation to explain these changes and allow the_ researcher to
perform the necessary manipulations to make the data comparable over
time. ’ T
~(2) Modifications of the technical charecteristics, of the file may
require the agencies and/or-the archives to restructure data files
into comparable formats. o | -
(3) Frequent revisions of automated systems will make inventory,
appraisal, and scheduling of MRR an on-going aspect of a records
mancgement and archival retention program. When substantive

modifications are made, records schedules'should be revised. Because

even a minor alteration to the contents of a file can have a

significant impact on its reseatch vglue, the records must be

"reappraised. For example, if the gocial security numbers, which

previously served as the principal means of linkage with other MR

files, were dropped from the file, its research value would diminish

considerably. ' ' o .
The dynamic nature of these systems c;eétes a variety of pf%blems for
. archivists and may diminish the ayailability and utility of MR public records’
for research purposes. Although some automated systemsg have the capacity to
store non-current data by transferring obsplefé records or data elements to
Mhistory" or "archives" files, most do not maintain a historical record of
transactions or retain data on closed cases. When the status or
characteristics of a case change, current information replaces obsolete data
and the MR form of the historical record is lost. Other systems have no
method to identify and purge closed cases or'to distinguish closed cases from
active ones. Still others are designed to retdin qply selected data .elements
from the active files when cases.are closed. , :

For archivists, the basic problems with automated systems are the loss of
historical information and the difficulty of determining when to accession
data from such a dynamic enviropment. One strategy for capturing data from
systems that do not generate history files is to create periodic "snapshots"
of the master file, that is," to make copies of <he MR file at specified points
in time. While such a strategy would not provide a complete historical
r cord, it might provide au acceptable statistical profile of the population
t regular intervals. The feasibility of this approach depends on the size of
the data base, frequency and extent of .updates, the structure of the data, ®und
subject matter, covered by the records. N ' '

- 7.3 Maintenance and Preservation

Machine-readable records are stored on magnetic tape, disks, drums, or .
punched cards, all of which are fragile in comparigson to traditional paper and
microform records. Unlike paper and microforms which can he placed in
inactive storage for relatively long time periods (50 to 100 years) without

277 -
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[ .
loss of information due to deterioration of the medium, MRR requir: regular
maintenance to assure preservation. In addition, if data in MR form are
stored on COM or paper, the information would have to be reconverted into a MR
format in order to carry out statistical analysis on the computer. At
f present, most 'state agencies maintain thejir data files on magnetic tape, which
v is assumed to be the most efficient and economical way of storing inactive
' files. .~wever, magnetic tape is a fragile medium, requiring careful and
regular maintenance to ensure its preservation. '

4

MRR stored on magnetic tape, disks, and drums pose different archival

. problems. Although from one point of view, they promote great efficiencies
because of their capacities for large-scale storage and rapid access,'they
cannot be easi.q transferred from the originating agency to the archives.
(This point is discussed inmore detail in the section on Hardware and

~

Software, pp. 28-30.) | .. ,

In state agencies, responsibility for MRR maintenance and preservation is
left to the user. The data processing center provides these-services at the
‘user's request. Consequently, the amount of attention paid to maintenance and
preservation varies considerably among files. S
Although many users and some data processors are unaware of basic
maintenance requirements and procedures, maintenance problems with active
_records appear.to_he"minimalmbecauae—ehe—fiies"eremuse&—at—feast-aﬁtE"a’yéar o
for updates and revisions. However, inactive files often are neglected. 1In
cases where agencies have assigned relatively long.retention neriods (& years
or more) to MRR seriEs, little orfno consideration is given - . sgic

maintenance requirements which will assure that the records 1': be readable
* throughout the retenkion period. — A

The prelimine.y inventory of MRR deposited at the State Records Center
revealed nuymerous files deposited there since the early 1970s, that had not
been recalied by their custodiens for maintenance or use. Agencies have not

‘ developed records keeping procedures for the tapes on deposit at the Records
Center and most files there are not scheduled. Some records have future
potential applications, but the absence of maintenance may render  them
unusable. Furthermore, documentation is not transferred to the Records Center
with the MR files, making future access to the records impossible in most
cases. ' . ‘

' Besides physical problems which potentially might develop with magnetic
tapes, fundamental changes in computer technology may result in the '
" obsolescence of the storage forrat. Specifically, the hardware and/or
' software used to generate a tape may be phased out entirely. Software~
dependent files may be unusable if the programs and computer operating systems
necessary to access the data are no longer maintained, unless provisions are
made tc update files as the software and hardware change.. Thege provisions
- are unlikg&y to be made for the vast majority of records in inactive storage
at records centers.

W .

-
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Maintenance of MRR has a low priority in the agencies. Many data
processors and users are unaware of the rationale for and methods of tape
maintenance. Connsequently, archivists must take an active role in the
education and* training of agency personnel in this area. They must also be T

prepared to accession (or copy) MRR after a wuch shorter retention period than
for manual files.

@ -

7.4 Documentationl
. : *
Three recurring problcms associated with documentation were identified
during the course of the survey and merit discussion: organization, quality,

and maintenance. Ffactors which influence the organization, quality and
maintenance include: ' ' .

(1) The agency's ability to establish and enforce formal documentation.
(2) The extent to which a file has multiple purposes and multiple users.
(3) Anticipated and actual research applications for the data.
(4) * The idiosyncracies and needs of programmers, administrators, and
. users of the data. '
_The organization of documentation reflects the division of labor in
automated systems. Data file documentation is fragmented and dispersed among

\ nd—data noel—iothe—agencies. —Portins of the-
data file documentation pertaining to technical characteristics of the file,
are usually kept by the data processing staff. Creators and users of the
records also keep important elements of the descriptive documentation.

Archivists must focus on the documentacion which describes the contents,
arrangement, and technical characteristics of a MR data file. Of secondary
importance is the systems documentation which can provide valuable insights
into the relationships between different components of an automated system and

may be applicable to identification and evaluation of related MR and textual

records. Program documentation, on the other hand, is applicable almost
exclusively to the daily operation of the system. Often, however, portions of
the data file documentation is interfiled with systems and program
documentation. Thus, in order to evaluate the documentation for a MR file,
the archivist firast must identify and select the relevant portions from a much
larger set. :

Most agencies agree that the quality of documentation must be improved to
satisfy the agencies' own needs for information. Agency efforts to improve

lpocumentation refers to the descriptive information about the operation of

a system and relationships among the hardware, software and data (systems
documentation); software instructions (program documentation); and
arrangement, content, and coding of the data (data documentation or codebook).
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the quality and scope of documentation are concentrated, however, on current
and future systems rather than on systems that are no.longer active.
Documentation, if available at all, often suffers from several problems. The
documentatjion .i§ sometimes unusable by anyone who is unfamiliar with the
system because abbreviations, unexplained codes, or illegible handwriting are
used. Furthermore, some of the documentation may be inadequate because users
and file sponsors, who are familiar with the meaning of each variable, do not

-bother to formally explain what, to them, is obvious. Frequently, both the

technicgl and descriptive documentation are lost because they are not written

down. If file sponsors and technical support staff are no longer at the’
agency, no documentation may exist, :

A related problem is maintenance of documentation and results from the

. frequent revisions of the automated records system; modifications and changes

to the data frequently are not recorded in the documentation. When a data
file is retired from regular use, the. documentation for previous versions of
the file is seldom compiled and maintained. Thus there are numerous MR filés
(especially from systems that have been revised and those prior to the
mid-19708) for which documentaction cannot be located. This problem is
exacerbated by a high rate of turnover among data processing personnel and

-records creators which hinders efforts to reconstruct documentation for older

. The results of the survey indicate that the absence, inadequacy, or
inaccuracy of documentation may make some data files unusable despite the
apparent value of the records. Implementation.of records management programs
in the agencies, which must include careful attention to the issue of
documentation, could help solve this problem. It could also reduce the amount
of effort required of archivists while improving agency information systems by
facilitqting use and transportability of data in the agencies' custody.

|

i
|

7.5 Retrntion

Reteﬁtion periods for MRR, if set at all, are set on a case-by-case basis
and usually are determined by the records creators and data processing
personnel| based on perceived administrative and legal requirements for
retention of the data. These practices usually exist outside of the
prescribed procedures for proper disposition of public records.?

\

| .
2The Wiscénsin state public records laws require that each new record series
established by a state agency be "scheduled" within one year of its creation.
This schedule, which briefly describes the records and includes a
recommerdation for ultimate disposition, must be approved by the Public
Records Bpard, which consists of a representative of the Governor, the
Attorney general, the State Auditor, and the Historical Society.

‘ §

1
|
|
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Although retention periods have been fixed for some MR files, they are
almost always determined through internal agency procedures without Public
Records Board review.' The issue of retention tends to receive more attention
in cases where MR files represent the only source for a particular body of
. information. (In the case of special studies and.surveys, the reténtion
period for the MR files often coincides with completion of the project.) 1In
most cases, however, no fixed retention periods have beén established. A
common agency practice is to periodically ‘evaluate the agency's tape library.
During such an evaluation, inactive tapes are identified and the records
creators are‘asked to specify which files can be "scratched." 1If.the records
creatog'grante permission, the tapes are recycled. '

Many files are transferred to the State Records Center for off-site
.storage either as inactive records, or more likely, as security back-up copies
of master files." Because such files are not scheduled, they are often
forgotten. In November 1979, approximately 15,000 reels of computer cape,
including both inective files and securtty back-up copies of current records,
were on deposit there.

.

)

7.6~ Scheduling S 3

Procedures for the scheduling of MRR differ from thoee for textual records"
in several ways. The vast majorit) of MRR are temporary 'processing" |
"work" files, used to create, revise, rearrange, and back-up the more
permanent master files (containing data in its most consistent, organized, and
accurate form). Scheduling efforts must concentrate on potentially valuable
master files which, often cgnstitute the core of an automated information
system. "

Given the potential research value of many administrative data sets,
evaluation of each master file is preferable to application of a general
" s¢hedule which allows for destruction of certain types of master files. This
approach deviates from the procedures used by NARS through use of its General
Records Schedule (GRS) 20 for MR files.  Several of the GRS 20 categories of
. master files did not correspond to the types of MRR created by gtate
agencies. However, it is possible that further research could lead to the
development of general schedules for some types of gtate records in MR form,
such as licensing files and fiscal master files or tq general schedules for
all records associated. with particular types of systems. Public records
legislation does not differentiate between processing and master files.
Therefore, methods must be developed to allow data processors to "scratch' and
recycle processing files when they cease to have current uses. This could be
accomplished through the development of a gemeral schedule for processing
files, which would grant records creators, data processors, and records
managers some discretion over the retention of processing files. The general
schedule could relieve the agencies of responsibility for writing retention
schedules for these ephemeral materials and allow records managers and
archivists to concentrate on the systematic scheduling and appraisal of.
potentially valuable master files.




26 / The Wisconsin Survey of Machine-Readable Public Records

A}

’

The relationship between textual and MRR in state agencies suggests that
scheduling should be integrated with existing programs for textual records.
Comprehensive schedules can be written to cover all the refords associated
with an automated system regardless of physical medium. ese records would
include paper source documents, coding forms, reports, and\ other paper and COM
printouts; and MR processing, master and extract files. The retention periods
will vary for each component of the system, but the comprehensive schedule
will assist records managers, records custodians, and users of the records to
retain the most useful versions. This comprehensxve approach’ to scheduling
will also help the archivist to gain an overview of an integrated records
system and to select the best formats and versions for long-term retention.

Ideally, MR and related textual records series should be scheduled while
the system is in the design stage or as soon as possible after the records are
created. Through prompt schedultng, MRR that merit long-term retention can be
identified at an early stage in their life cycle and measures can be taken to
assure proper maintenance of both the physical medium and the documentation.
Such schedules cdn motivate agencies to evaluate the administrative, legal,
and research needs for access to large bodies of information and to select the
most approprrqte versions for retention. Early scheduling will.also assist
data processing personnel in 1ntegrat1ng retention schedules and data
transferscinto their normal operations. _ » o

Curfent practices for MRR scheduling are not adequate to meet the goals of
improving the efficiency of agency operations and of identifying historically
valuable records for archival retention. Efforts to reduce the inventory of
inactive data files in tape libraries result in hasty and arbitrary retention
decisions. Decisions to "scratch" tapes because the file sponsor is unaware

. of any future applications outside of his program area can result in
~ destruction of records for which potent1a1 agency and external research

interests exist. The lack of procedures for orderly destruction of inactive
records results in sigrnificant quantities of computer tape and other storage
media being used for data that lack any future applications. And, in some
cases, by the time a decision is made to "scratch" a tape, the physical medium
has deteriorated to such an extent that it cannot be reused.

An archival program for MRR retention is dependent upon solid records
management practices including timely and comprehensive scheduling of all
types cf records associated with automated systems. Yet to implement such
records management programs, both records management and de-a processing
personnel need education and training about the importance of and techniques
for schedultng MRR. While archivists can provide valuable guidance to agency
personnel in these areas, ultimate responsibility for scheduling lies with the
personnel in the agencies who are familiar with these systems.

7.7 Appraisal

The methodology for appraising MRR is the same as for manual records and
goes hand-in-~hand with scheduling. The schedules specify the period of time
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the records should be retained in the originating agency and include a
recommendation regarding the ultimate disposition. This recommendation is
reviewed by archivists to determine whether the records have sufficient value
to justify their transfer to archival custody. Appraisal techniques should be
based on basic principles and procedures developed and practiced by the
Machine-Readable Records Division nf NARS, soc1al science data archives, and
appraisal principles applled to manual records.

Because most MRR are created for administrative and not analysis purposes,
they are like manual records in that they must be appraised for their
secondary research value. MRR may be created for very specialized purposes
and may concern a small segment of the population or document a specific type
of activity. In these cases the appraisal archivist may find it necessary to
consult researchers who are familiar with the methods, sources and research
trends in specialized fields. -

An important aspect of appraisal is determining the appropriate form or
forms in which to retain a specific body of information. Often alternative S
versions of MRR exist in hard-copy; it becomes necessary to appraise both
versions to determine the most appropriate form to retain. For example, files
that are likely to be uséd for reféerence to a single caseé would be most usable =~~~
in a manual form. Files that axe likely.to be used for statistical analysis
or for describing an entire population or a subgroup are most valuable in MR .
form: Some files are likely to be used both ways, making it necessary to
‘retain both manual and MR versions. Archivists must also take administrative
.and reference uses of MRR into account. Some data files lack sufficient
detail to merit permanent retention for statistical analyses, but can be used
to create indexes to paper ard microform files, to develop sampling frames for
 analyses of related files, for sample selection, or for linkage of related
‘records. ' '

More often, the MR and textual components of records series will not have
identical contents. For example, if the output of a system consists of
reports containing summary statistics, the source documents and MR maste. file
will be the only available versions of the micro-~level data. 1In these cases
the archivist must decide whether the summary statistics generated by the -
agencies are adequate for description and analysis or if the micro-level data
can be used for additional analyses.

When the source documents represent an alternative to the information in a
MR file, the archivist must weigh the costs to the archives of preserving the
MRR against the cost to researchers of recoding and re-entering data from the
original source documents. Another cost that must be considered in the
appraisal process is acquiring data from the originating agencies and
transforming it into a format that can be used by researchers.

More extensive descriptive information is required for MRR appraisal than
for textual records. In some cases, the presence or absence of a single data
element may influence a decision to preserve or destroy a MR file. Essential
ave a complete list of the file's contents; an understanding of how the file

33
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t
is generated; andlan understanding of problems of accuracy, reliability, and
validity of the data. In addition, appraisal decisions must consider
technical factors' 'such as the storage medium, the structure of the data, and)’
the size and complex ty of the file, all of which will have important
implications for JQe costs of acqu1r1ng and preserving the data.

The potent1al research value may .not always be apparent from descriptions
of the file on the RDA. Furthermore, the survey revealed that the descriptive
information necessary tor appraisal ordinarily is not readily available.
Additional training of records managers in the basic Mescriptive elements for
MRR, encouragement of systematic compilation of docymentation, and systematic
inventory and schedultng activities by records managgement and data processing
personnel will result in descriptive informationipon which appraisal can be
made. : '

It is'especially important that appraisal of MRR occur as early as
possible in the life cycle of the records. If the files that eventually will
be transferred to the archives are identified shortly after their creation,

special attention can be paiu to their preservation and maintenance as well as

'~>Eo—Leeatinggand 1mprovzng -the-decumentation+—In—additien, if problems arise

in archival accessioning, processing, or using the records, archivists and
researchers can return to the records creators for additional information and
technical assistance. Files that do not merit long--t:erm~retentlon_ca.._hew

scheduled for disposition as soon as they cease to have administrative value .
to the agency.

7.8 Hardware and Software

4

Operating systems and data base management systems (DBMS) examined during
the project have evolved since they were first installed or created because
more efficient ways of using the technology have been discovered. In some
cases, software has become obsolete and has been replaced by a new Roftware
system. Data bases embedded in one DBMS may be redesigned for new softyare.

" Data are software dependent, embedded in programs designed to structure and
retrieve data elements according to predesignated applications and products.
Software often requires a specific hardware configuration, thus making the
data hardware dependent as well. Without a compatible operating system and
applications software or the production of independent data files, again
requiring software and advance planning, these data bases cannot be moved from
the originating computer. Alternatively, they may be moveable, but only after
a significant programming effort.

Agency use determines the design of and applications for the DBMS.
Systems are designed to be consistenf with an agency's information delivery,
administrative, and regulatory responsibilities. As a result, there are few
incentives to consider other or future information needs, partlcularly those
unassociated with the agency's mission. The archivist's mission of creating a
historical record of agency activities for future investigation will rarely
coincide with the agency's programmatic agenda. Intellectual and technical
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problems usually occur when the contents of these information management
systems are transferred to other environments and different software are
applied to the original data bases.

«

-

We have alreaay noted (section on Revisions and Moditfications of Automated
Data Systems, pp. 21-22) that there may be no facility for maintaining a
historical record. The data base management system may be designed to captinre
only current information. Thus future empirical investigations may be
hampered by the inability to carry out certain kinds of longitudinal research .
because historical data are missing or because linkages between historical and
current 1nformat1on are not prov1ded.

Statistical software used by social researchers is not.designed tn access
or retrieve and manipulate the data in the same way as.information management
systems. Data are imbedded in systems and- applications software is designed
to improve an agency's efficiency in locating a case record and linking that
record to pertinent agency data. Performing statistical manipulations of
small subsets of information (either data elements or cases) as 1s typxcally
done by researchers is usually a secondary activity, handled by "report
writing" software with limited capabilities. Further, within the data base,
different tiles are linked in a complex. set of relationships. These

‘relationships are defined at the time the data base is constructed. Removing

the ditferent files from their '"DBMS environment' disturbs these relationships
(although they can be recreated at a later date). Yet, because of the dynamic

development ot ‘Pe DBM5 and 1ts supporting computer hardware and soiftware,

these files must be removed from the DBMS to assure retrieval for statistical

purposes. . y
Retaining all the data from these large data systems is not possible. The

technology supporting agency applications imposes constraints on the structure

of and access to the records. Thus, the archives must decide what. portion. of

the record of the agency's activities is worthy of retention for future

historical research and when to intervene in producing an archival record.

Complexity of the DBMS structure and its contents requires a far more
sophisticated set of methodological, substantive, and technical tools than
most archivists have at present. Creation of an archival record entails
agency cooperation on a scale hitherto unnecessary. Assessing the utility of
the data base for future scholarly applications will also require a '
significant degree of experience in social research, and will depend on access
to social researchers, statisticians, and computer specialists. Extracting an
archival copy of the data will also require a new set of costs which have not.
been associated with archival activity.

The archival implications of the increasing use of specialized software by
state agencies are profound. Increasingly larger segments of the historical
record will be lost unless archival agencies develop the technical capacity
and skills needed to restructure data files into a format that can be used
outside of the originating agencies. Most software dependent data files can
be converted to a format that does not require use of a particular set of
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software, but such conversions can be'ccntly. The archives and/or the
or1g1nat1ng agencies can expect to incur expenses for both computer and
analysts' time. Furthermore, as archivists become involved in restructurlng
data and capturing records from DBMS, they must be prepared to reexamine the
relevance of the principle of provenance and to exert more influence over both

.the contents and structure of the records that will be retained.

Archivists must be prepared to deal with the’ prospects of accelerated .
changes in hardware, software, and storage media as new technological
innovations become available. These innovations could resolve some current
problems with MRR. For example, the development of more compact, stable,
economical, and interchangeable storage media would resolve many of the
current preservation problems. Similarly, efforts. underway to design methods
for interchange of data among software systems could reduce the need for
reformatting software dependent files. While technological change will
eliminate certain problems, it will also create new ones for the archivist; it
will require. that the archivist be aware of technological changes and make
provisions for data transfer to the most current generation of storage media,
before technologlcal advancements make the archival holdings unreadable.

7. 9 Accesslonlng and Processtng

Om:-'_ - < y "

i

MR data files. It was necessary to determine what is involved in the transfer
of these records to archival custody, and what is required in terms of cost,
staff time, and expertise to prepare MRR for research use. The procedures
followed in accessioning were similar to those used by the U. S. National
Archives, the Public Archives of Canada, the British Public Records Office;
the Data and Program Library Service, and other social science data-archives.

The ‘project staff was reqhired to trausform data files to a standard
physlcal format on magnetic tape and to compile documentation. To do this, it
was necessary to identify some key technical information, such as the physical

- characteristics of the data and the recording specifications of the magnetic '

tape. A standardized magnetic tape information form was used to gather this
technical information from the agencies. The ability of agency personnel to
supply this basic technical information varied considerably. Sometimes
complete technical specifications and information about problems with the
storage medium were provided. 1In %mher cases, only partial or no information
was available. In most cases 1nformnt1on on the recording characteristics was
made available. N
While it was possible, with some detective work, to determine the basic
technical information if the agency failed to provide it, far more time and
etfort were required on the part of the archives' data processing specialist
than might have been necessary under ideal conditions. For example, this was
especially noticeable with the magnetic tape which arrived among the textual
records of the CETA and Wisconsin Women Project, a research project conducted
by the Governor 8 Commission on the Status of WOmen. (These records came to
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the Archives independently of the survey of MR public records.) A sheet of
paper accompanying the tape contained only a brief identification of the data
file contents and the UNIVAC-dependent utility software used to wrtte each
data file. All other information had to be determ1ned.

A variety of techniques were used to identify all the technical
information necessary to complete the accessioning. For example, if the
recording mode of the magnetic tape was not specified, any accompanying
printouts of the records were examined for additional information. If this
procedure, along with knowledge of the normal data processing activities of
the creating agency, did not clearly identify the mode, specialized utility
programs were used to ascertain the characteristics of the file.
Additionally, because most of the tapes contained IBM standard labels, it was
possible to determine the number of blocks from information in the header
label. 1f €his was impossible, blocks of each data_file were printed and a
count of the number of physical blocks was. generated. Once the total number
of blocks, logical record size, and blocking factor were known, the number of
records could be determined. 1In addition, available published statistics were

--The-MRR. processed during the project-arrived-in a variety of software and -~ -~ —'——
hardware dependent formats. Four of the five files were in ‘IBM packed decimal
format. Seven files of the CETA and Wisconsin Women Project included both :
UNIVAC gsoftware deoendent_ran_datﬂ_flles_anngBSS_axatemsgfllesLAanokher_ille_

.layouts and the data, so source documents were relied upon to resolve the

was in BCD character code. N

~ Once the technical specifications were determined and available
accompanying descriptive documentation accessioned, a variety of processing
procedures were followed to produce an archival master copy and security
back-up copy of the data in a standardized recording format (EBCDIC or
ASCI1). All of the data files were written on new magnetic tapes and the
original agency tapes were either returned or discarded. Files were written
in a standard transfer format. We printed out selected records, which were
then compared with the record layout, codebook specifications, and published
statistics. Typically, there were some discrepancies between the record

descrepancies. Inconsistencies betwecn the data and documentation or source
documents were noted in the user's guide produced for each data file.

One of the most time-consuming aspects of the accessioning process was
deciphering the record layout which serves as the key to the location of each
item of information. Some of the typical problems with record layouts

included discrepancies between source documents, data, and record layout;

illegible formats and unclear specifications of dec1mal variables; and the use
of .brief abbrev1at1ons for variable names.

Whtle the record layout meets 1mmed1ate agency needs to document the data,
anyone not directly involved in creating the data file might have difficulty
deciphering the information. Furthermore, unless an effort is made to
preserve the old record layouts when mijor changes occur in a system or when a
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J» // system is no longer in operation, these data files may not be accessible.S
This is especially true for data files with multiple sources of input, with
derived ‘data elements, or with unavailable source documents. It is sometimes

possible to recreate documentation and record layouts if the same documents
are available.% ‘ - v :

>

A user's guide was created for each MR data file. The user's guide is
similar to traditional archival finding aids, such as registers or ~
inventories; it serves as the source of information for interpreting  and
accessing the data. (See Appendix G for an example of a user's guide.) The
user's guide includes an abstract which provides the user with core
information to determine whether further examination of the data file is
warranted. In addition, including a ‘printout of several records assists the
‘user in understanding the structure of the data. A copy of the source

- document helps determine whether all the items have been converted to MR
form The source document typically contains information on definitions of
terms for the data elements, and on relevant statutes. Bibliographic control
‘was ‘applied, with standard title pages and catalog entries for the user's
guide and for the machine-readable data file.

e -~ Another key- component of a user's_guide is a codebook, which defines the

+ values represented by the data. Codes for files which contained primarily =~~~ — ———

~administrative statistical data with only a few standardized identification
ields Bre pics semnled Om_agen codi sq»~-~4a~ﬁome—»c~ases,

where published code manuals,were not available, codebooks were created 'by the

archivist from other available sources. Often the source documents include a

list of codes and the values for selected variables.

The various costs of accessioning the MRR include the purchase of new
magnetic tapes, computer time, and personnel time. While the cost of a
magnetic tape is fixed, the computer costs and analyst's time vary : -
considerably. 'fhe computer costs ranged from $3.00 to $30.00 to produce a

‘'master and back-up copy of a data file on tape, but these costs are trivial in
view of the extensive amount of staff time required to understand the files
and produce a usable archival copy. N

3For example, since apparently none of the original government or university
researchers preserved copies of the documentation for the Individual:Income

Tax Return Sample, 1963-1966, this valuable research file probably will be
unusable. ’

41t was possible to reconstruct the file layout for the DPI's Ethnic Data
file for the 1974-75 school year. Since the informatio- in the MR record
closely follewed the information contained on the source document, it was
possible to salvage this data file by examiniug dumps of the data, more
recent record layouts, a blank source document, and actudl information from

’f’l selected schools.
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7.10 Access

Archival accessioning and processing of MR public records is aimed at
making these records accessible to research. Uhile computer technology can
facilitate access to and retrieval of 1nformat1on, it also creates practtcal
and technical barriers to access by outsiders. Problems of access occur in
two situations: one, when thg records are still in agency custody, and two,
after transfer to the- archives. ~

Use by the pub11c of MRR in agency custody is very difficult. One of the.
major problems identified by this project is the absence of readily available
information about MRR confents and their location in the agencies.  Efforts t&
compile comprehensiye 1nventor1es of MRR in state agencies, even after
“acquiring considerable experience .in 1dent1fy1ng and locating MRR, did not
uncover them all. - )

Closely related to the problem of identification is the need for technical
expertise and for access to computing facilities.in order to use the records.
* Because these records cannot be identified visually, the requesting party is
dependent upon agency personnel to specify whether or not the file exists,
which technical measures are needed to gain access, and what costs might be
encountered. Some agencies have defined procedures for access to their MRR by
“outside parties,-including whether or not copies of the data will be provxded -
how requests for special statistical computat1on9‘w11r—be*handieﬂj—and~whof O
must.pay for the costs incurred. Other agencies have not addressed these
issues. Consequently, the lack of general policies for access can lead to
contradictory conditions for access, blanket denials of access, and access
only if certain conditions are met.

—

Srme agency personnel are reluctant to provide direct access to MR files
and prefer to provide hard copies or to perform statistical analys1s at the
user's request.' The reluctance to provide direct access can be explained in
part by reservations on the part of records custodians about the accuracy and
reliability of the data, coupled with their concern about the possibility that
the records will be copied and redistributed without authorization.

Confidentiality is another barrier to access. Many MRR contain
confidential information to which access is restricted by statutes and
administrative rules. In these cas%s,'denial of access is based on formal
regulations and not on consideration of the format of the record. 1In other
cases, there is reluctance to provide access to non-restricted materials
simply because they are in MR form. This reluctance can be reduced by
‘stressing that MRR are covered by legislation that governs access to publxc
records.

o

Agency personnel are also reluctant to transfer to the archives records
containing confidential information with their personal identifiers. But
because personnel identifiers have potential research use as a basis for
linking records on the same individuals from several sources, the archives
should make every effort to obtain a complete version of such files even
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though it cannot release the records in a form that would allow 1nd1v1dual
identificdtion.” This suggestion is based on a similiar policy for manual °

- records covered by statutory restr1ct1ons, they are often access1one¢, even-
though they can be used only under restricted conditions. ' N

. Problems of access to records in the archives are not attttud1n81\ \\\

‘ problems, because archivists are commifted to making their’ records as.freely A
available as possible. They are limited, hoWwever, by both technical and legal % -
constraints. But one of the advantages of MRR is that they offer the X :
potent1al for resolv1ng some of the tension between the individual's right to ' - ’
privacy and the public's right to have access to information. A var1ety of , |
techniques ' have been developed to delete or temporarily suppress personal - e
identifiers, and other identifying information from MR files without altering -
the remaining data in the files.  Using these techmiques, the archives can
make portions of confidential records available for research in Buch a way
th t the identities of individuals are masked. To take advantage of this
‘valuable feature of MRR, archives must develop skills to accession and
maint&in MRR and to perform the necessary technical and statistical procedures
to create public use versions of restricted files. . ‘

" Implementation of records mansgement and archival programs can improve e
access ‘to these MRR. An inventory and scheduling program will provide basic’ ' LA
descriptive infoymation about current regords. Archival review of dispo 81§,gn4#*_ﬁ_wr_——

e schedules will reduce—arbitrary—decisions to destroy files For which research
* applications may exist. Dissemination of descriptive information about the :
records, compilation. of accurate documentation, and technical assistance for , .
researchers are long-range goals of an archival program which will greatly N A
improve access to these materials. The creation of public use versions of .
files containing confidential information make research p0881b1e while st111
proteutlng individual identities.

7.11 Confidentiality

During the project Alice Robbin examined the extent to which federal and o
state statutory protection exists for research access to individually ‘ ~
identifiable records produced by the three state agencies. It was determined
that limited protection exists for scholarly access; policies and systematic
procedures are lacking, and record-keepiug practices impede both agency and
recearcher. access, _ . ‘

Legislation contributes to whether scholarly access to government records
is facilitated or impeded. Although Wisconsin has an excellent open records .
law and there is much good will among agency administrators and a desire to
accommodate research needs for data, Wisconsin's statutes offer little
protection for scholarly research. (See Appendix F for recommendations for
modifying agency access and use policies and practices.) ' N
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7.1é _State~Federal Data Transfer

Dyring the last 13 years, numerous governmental programs have emerged that
" .require clofe cooperation between federal 'and state governments. Many revenug
sharing programé depend on local and state statistical information for
determining eligibility 'and funds. The project staff examined the cooperation
betweer the ntate and federal government for collection, processing, and
transfer of rtate-generated MRR. '

Some 6f the stat1st1cal information that later gets transferred to various
agencies in-the federal gové?nment is produced as MRR and is transferred in
either MR or printed form. Increaslngly, as standards for data transfer are
formal1zed, more records originating as MRR will be transferred in this form
to the federal government.

The only'agency for .which thisvhuestion was closely examined was the ’
DHSS, Based on that examination, there is some evidence of differences
between access conditions established by the state and the federal
governments., In some cases, the state agency imposed more stringent
safeguards on data than the federal government, and the state agency-produced
MRR had more detailed information than the same file transferred to the .
federal agency. It was also found that different retention policies governed
the disposition of the data. For NARS to retain these state~produced records
would require negotiatiag an inter-agency agreement because according to some
contracts, the MRR are the respons1b111ty of the state.

It is clear” from conversations with agency adm1n18trators at the federal
and state levels that there will be increased state-federal government data
transfer in the future. Archivists will have to investigate these data
transfers and contracts and identify custodial responsibility and access
conditions in order to make appropriate appraisal and retention decisions.

'58., General Issues

J

In.addition-to thé specific problem areas which relate to a MRR program,
there are three issues of a general nature that need S?Ze elaboration: agency

attitudes about MRR, staff expertise, and costs. )

. . r '
8.1 Attitudes about the Importance and Feaaibilityléf an Archival Program
.for Machine-Readable Records i

Agency administrative, records management, and‘data processing personnel /
are not yet convinced that MRR are public records’and thus subject to the sa/¢
access, maintenance, and disposition requirements that apply to all other
public pecords. Agency personnel tarely perceive MRR as records because they
are used to create, update, and revise more pertanent non-MR files, Because
different versions of much of the available MR information exists in

! [

!
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hard~copy, ageacy personnel often regard the MR version as a duplicate or
non-record copy.

Agency personnel must be convinced of the importance of their MRR for
current and future research. They see the records as pertaining to routine
administrative activities and as lacking inrormation content that merits
long-term retention. In addition, data processors and MRR users frequently
have reservations about the accuracy, reliability, and quality of their data.
Agencies generally do not consider MRR preservation a high priority. As more
records are available only in MR form, however, agency personnel may become
convinced of the importance of their records.

Many agency records management and data processing personnel do not
recognize the value of a MRR management program. Most agedcy personnel are
unaware of cases where tape files were '"scratched" inadvertently and where
documentation is inadequate for retrospective analysis. MRR are stored in
tape libraries removed from the offices of the legal custodians of the data.
MRR lack the growing physical presence of paper records which makes the need
for records management obvious. Many MR files can be recycled and the
physical medium reused. Furthermore, most agencies have not yet realized that
clear identification of MRR through inventory and scheduling can facilitate
data sharing between agencies and often reduce redundant data collection.

Agency personnel are skeptical about the feasibility of long-term
retention and non-administrative use of MRR. Many sdministrative and data
processing personne! argue thet the difficulties of data transfer and
long-term precervation are insurmountable in an era of rapid technological
change. Others argue that without participation in design, data collection,
processing, and use of these records, researchers are unable to undérstand the
file contents well enough to interpret the data accurately. While there are
reasons for concern over sowe of these issues, archivists can counter these
arguments by pointing to.examples of archival preservation of MRR® and by
exhibiting an awareness of the interpretive problems associated with MRR. In.
the meantime archivists must apply strict appraisal criteria to MRR and their
documentation, work with agency personnel to identify unique, high-quality,
permanently valuable files, and improve tne documentation for them.

4

An attitudinal problem common among both non-technical agency personnel
and archivists is a reluctance to deal with MRR. The lack of skills,
knowledge, and techniques for handling these records are often cited as
reasons for this reluctance. In addition, agency personnel have difficulty
determining where to begin to gain control over these records. Initial
identification both ot the files and of the key personnel presents obstacles,
as does a lack of familiarity with computer terminology. Stimulation of

\
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51n particular NARS, the Public Archives of Canada, and social science data
archives.
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"interest and concern among records managers and archivists will require
cautious guidance and encouragement and demonstration of the feasibility. and

benefits of records management and archival programs for these records.
- \

8.2 staff Expertise

The processes used to create MRR require the skills of a wide range of
specialists who become involved in what once was a unified process of record
creation and maintenance. Records management personnel should be involved in
the life cycle of MRR, but frequently are not. Several records management
functions are not usually being. implemented for MRR. These include

inventorying and scheduling, monitoring maintenance, and compiling
documentation in a centralized location.

A MRR archival program must rely on agency records managers to play a
crucial coordinative role. This role includes identifying the creators,
users~_gpu data processing personnel responsible for major systems; evaluating
administrative and research applications for the data both within and outside
‘the user division; and overseeing the physical medium and documentation. To
carry out this role, records managers need training in identifying,
describing, and scheduling MRR; in the fundamentals of automated systems; and
in communicating with data processors and administrators about MRR management
problems. .

Training’ agency records managers will reduce the participation required of
the archives staff in conducting inventory and survey activities and in
scheduling records. The archives staff will then be able to concentrate on
appraisal, accessipning, processing, and maintenarce of MRR. But to do so,
archivists must also understand computer systems, be familiar with the
principles of documentation and appraisal, and understand the technical and
descriptive requirements for transfer and use of MRR. '

Most archivists have not had extensive exposure to computers. Yet
elementary computer skills are needed for the basic accessioning actiyities of
copying tapes, verification of the data, and tape maintenance. More \\
sophisticated technical skills are needed for reformatting files, extraction
of data fcom data bases, creating disclosure-free public use versions, and
transforming data into a software independent format.

There are three alternatives for obtaining the technical skills needed for
a MRR program. One is to train existing archives staff. ' Another is to
recruit archivists with some knowledge' of automated records systems and
computer programming. A third -alternative is to subcontract with free-lance
programmers, computer service bureaus, or agency data processing staff for the
required technical services. Each archives will have to select one or a
combination of these alternatives, based on its personnel and financial
resources and the tomplexity of the data being accessioned and processed.
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There are particular advantages to utilizing agency data processing
personnel for resolving technical problems associated with particular files
and systems. The agency data processing personnel are familiar with their own
systems, especially those with unique custom-built software. The disadvantage
is that archival-related activities are a low priority in the agencies and the
archives might experience considerable delays in transferring of data to the
archives. Furthermore, the issue of who should pay for these data processing

. services remains unresolved.

8.3 Costs

Archivists must realize that there will be new costs associated with
acquiring, processing, maintaining, and providing access to MRR.

Based on an assessment of tape maintenance procedures, it appears that MRR
should be transferred to new tape when they are transferred to the archives.
Thus the cost of the tape will be one that the archives must bear in order to
assure that the data are maintained on a high quality medium. Expenditures
for computer tape would replace costs for archival supplies such as acid-free
boxes and, folders, microfilming, and other preservation materials.

A second cost is analysts' time. If the archives staff includes a
competent technical expert, some of the costs for analysts would be absorbed.
In most cases, however, the archives will have to seek outside assistance from
analysts in the agencies who are familiar with the design and operation of
specific systems or from computer consultants. The costs of the analysts'
time will depend on the complexity of the files and the .types of *
transformations necessary to make the data transportable. Additional costs
will be incurred if the archives creates public use versions of files
containing confidential information or uses MRR to create finding aids for -
hard-copy files. ' . |

Another cost component is the cbmputer time needed for copying and
reformatting data files. This expense is minimal except for large, complex
transformations of the data. Some costs will also be incurred for the
maintenance and preservation of the MRR, including the expense of renting or
maintaining environmentally controlled storage areas, as well as minor
expenditures for tape maintenance procedures. Copying and preparing the

documentstion are also expenditures that must be borne by the archival agency.

However, archivists should also realize that there are tradeoffs. The
costs for analysts' time to reformat files replace the processing activities
of arrangement of a textual records ‘series. Much of the information needed
for adequate description of MR files can be obtained during the appraisal
process, and additional descriptive information c4n be gleaned from the
documentation. Furthermore, the costs of reproduction of archival materials
in MR form are minimal compared to those of photocopying or microfilming paper
records.
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One remaining issue is how costs for a MRR program should be distributed
among the originating agencies, the archives and researchers. The project
staff did not resolve this issue. However, areas where activities and costs
for MRR are parallel to those for conventional records were identified. For
example, the archives assumes the cost of arrangement and description of paper
records, a process which can be considered parallel to copying tapes as they
are accessioned, reformatting data files to make them available for use,and
compiling the documentation. Similarly, as researchers are expected to bear
the costs of phetoreproduction of paper records, they would be expected to
cover the costs of copying tapes for their research purposes. The problem

_arises when MRR require new expenditures, particularly for outside analysts'

time to extract data from a database or restructure complex files before the
data can be accessioned by the archives. Currently, such situations are «
negotiated on a case-by-case basis. Policies and procedures for distributing
these costs must be developed once more experience is gained in this area.

*o,
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9. Requisites for a Machine-Readable-RecordabProgram

This part of the report describes the requisites andepresents the elements
of a program for MR public records. ° The requisites include a records
management program which incorporates MRR; archival capabilities to handle
MRR; access to outside technical resources; and legislative and administrative
guidelines to govern access to confidential MRR.

9.1 A Records Management Prograr

MRR are unstable, updatable, and stored on a fragile medium. They must be
identified and controlled at an early stage in their life cycle. Thus the
quality of MRR archival programs is dependent upon the procedures used in
state agencies for handling these materials. A MR public records program
grows from the records management procedures in the agencies. Such programs
can be patterned after existing inventory and scheduling procedures for
textual records, or modified where necessary to account for special technical
considerations. MRR must be incorporated into formal disposition procedures
which permit no destruction or transfer of public records without archival
review and approval.

chbrds management program objectives must be:
(1) Educate records managers and data processors about the importance and
legal status of MRR. : .
(2) Provide training in the techniques needed to inventory and schedule
the records. '
* (3) Develop guidelines for writing and maintaining documentation for
' files with archival value. '
(4) Assure that data files in agency custody are maintained and preserved:

State archival agencies ‘'must take the initiative in encouraging the
establishment of this program. There must be, in addition, support from
central records management officers and a commitment to incorporate MRR into
existing records management procedures.

9.2 Archival Capabilities to Handle Machine-Readable Records

The second requisite of a MRR program is for the archival agency to have
the capability to appraise, accession, process, preserve, and provide
reference services for MRR. This requires new skills by the archives staff,

- 41 -
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and the capacity to store and disseminate MRR. Archivists must obtain a
rudimentary knowledge of computing, ga1n familiarity with the terminology used
by data process1ng personnél, learn basic technical procedures for

accessioning and preserving the records, and understand the information system
that MRR can suppott.

9.3. Access to Outside Technical Skills and Resources

Archivists must -identify available outside resources and expertise. These
resources include computing facilities needed to accession, process, maintain,
and perhaps store the records. Likely sources of such facilities are computer
service centers for gtate agenc1es, university data library and computing
facilities, and private service bureaus. Criteria for selecting a service

bureau include compatability of the hardware and software with that used by

state agencies, the availability of software packages for manipulating the

data, the quality and availability of the computer center's techn1ca1 support
staff, and costs.

The archives staff must develop working relationships with technical
experts. Archivists will find it necessary to seek their advice for resolving

'specific data structure and technical problems and for guidance in shaping

policies that will be affected by technological change. In some instances,
the archives will be required to consult free-lance programmers or systems
analysts. :

Archivists must also develop working relationships with un1versxty and

-agency researchers who know the methodology snd research trends in specialized

fields. Many MR files will have secondary applications which differ from
their pr1mary purposes. The advice and guidance of such researchers in
appraising these files for their potential use can improve the quality of
appraisal decisions.

9.4 Legislative and Administrative Guidelines to Govern Access

There is a commitment on the part of the archivist to make all records as
freely accessible as possible without violating laws or without compromising
an individual's right to privacy. MRR make it techn1ca11y possible to carry
out this archival commitment. However, there is little in the statutes to
guide the records creator, the archivist, and the researcher in the use of MRR
which contain personal identifiers.

Because archival records have little value if they cannot be used, a final
requisite of an effective MRR program is a legislative recognition of the
legitimate role of the archives in providiug access to confidential MRR. Such
legislation must delegate to the archives the responsibility for making MRR
available for scholarly research while also assuring that appropriate
safeguards to protect individual rights of privacy are created and maintained.

4
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Ideally, such legislation should have some sort of "sunset" clause which’
would automatically lift restrictions oh records after a specified peyiod. Or
restrictions could be lifted after a specified period if reviewed and approved
by a public records board or an open records board.

10. Elements of a Machine-Readable Records Program

‘Each state archives will have a difterent capacity to develop and
implement a MRR progrum. Factors that will influence this capacity include
the nature of existing programs for textual records, -the availability of
skills and resources within the archives and from related outside _
organizations, and the amount of cooperation that can be elicited from central
records management staffs and agency personnel. Nevertheless, an archival
program for state MRR must include three components: pre-archival control,
archival preservation, and research use and access. In general, the three
components are incremental and can be implemented in stages. However, there
are many occasions when they overlap.

10.1 Pre-archival Control

The nature of MRR requires that different strategies for their control be
employed. MRR must be identified and controlled at an early stage in the1r'
life cycle. The pre-archival control activities must consist of
identification, preventing unauthorized destruction, archival review, and
agency preservation. One of the first functions is identifying thé records.

'. During the initial phases of establishing a MRR program, archival agencies

will probably be required to take responsibility for initiating and conducting
surveys. Such surveys might concentrate on systematic assessments of all MRR
in entire agencies, on specific subject areas’, on systems that are known to
exist, or on data files that are in particular danger of destruction or
deterioration. Whenever surveys of textual records are being conducted, MRR
should be included.

These inventories are only a short term solution. The key to an on-going
program is agency personnel and rvecords managers who identify and schedule MRR
as they are created. These surveying activities should be integrated into
scheduling activities for non-MRR. During the initial phases, the archives
staff must assume responsibility for training agency records management and
data processing personnel about the legal status and importance of public
records in MR form. Records managers will need training in techniques to
identify, inventory, describe and schedule MRR. Data processing personnel
must learn about the importance of long-term MRR maintenance and _
preservation. This training can be provided through general seminars and
workshops and through individualized instruction. Records managers should be
asked to assist the archives staff in conducting surveys, so that they can
learn the survey techniques.
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A second objective must be to prevent unauthorized destruction of the
records. Until agency personnel become accustomed to scheduling MRR, it may
be necessary to impose a blanket stop order ¢n MRR destruction until
inventories can be made and archival appraisals completed. Such an order,
which would surely be unpopular in computer centers and very difficult to
enforce, should be a last resort. 2ther measures include more informal
means: (1) personal ‘éontacts with computer center managers; newsletter
articles and circulars; and presentations before groups of program managers

-and data.processing personnel, all of which is aimed at education; and (2)
- negotiating the right to informally review computer center "scratch"

requests. These are stop gap measur?f until more systematic means of review
are developed. '

10.2 Archival Review

Identification, scheduling and preventing destruction makes it possible
for the archival agency to appraise the records. Ideally, information upon
which the archivist's appraisal decision is based will be a records schedule.
The ideal records schedule will consist -of several entries, one for each
series of records, which describe the related parts of a records—keeping
system.® Each entry consists of three parts: a concise description of the
series and its relationship to other records; a retention period (the period
of time the agency needs the records for functional, administrative,
analytical, legal or fiscal purposes); and a disposition request (destroy or
transfer to archives). The retention period is determined by the agency (and
is reviewed by legal and fiscal authorities). But the final disposition is
determined by the archival agency based on ils appraisal of the records.

Because many MRR contain micro-level data, archivists must reevaluate a
traditional appraisal principle: That aggregated records or summaries should
be accessioned in lieu of the micro-level records. Both the bulk and
difficulty of using micro-level records in their hard-copy form would dictate~”
that they not ordinarily be accessioned. However, micro-~level MRR do not
present a significant space problem and their form makes sophisticated
detailed analysis possible, which is rarely practicable for paper records.

Appraisal of MRR must dlso take account of technical considerations:
¢1). 1s documentation available or can it be easily reconstructed? If
not, the records should not be scheduled for transfer to the archives.

(2) Are the records in a physical form that makes their transfer
possible? (Are they recorded on an outmoded storage medium? Has the

ok

6i.e., the source document; data entry forms; input transaction files; error

.listings; edit sheets; proof sheets or "dumps'" of the input; the MR master
file; MR subsets of the master file; interim reports; and final reports.
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storage medium deteriorated? Are the records kept in a data base
‘gystem which would make it difficult to select non-current records?)

(3) What will be the costs of accessioning, processing, and storing these
records?

Lt
L

Answers to these question will help the archivists arrive at a preliminary
decision about whether or not to accession a MRR series. When the time to
, actually accession the records arrives additional factors may be discovered:
' the informational quality of the records might not be as rich as supposed; the
documentation, although available, might be inadequate; or the costs to
. accession and process may have been underestimateds - '

Aﬁother pre-archival control activity is agency preservation. The
archival agency, with agency records management, computer centers, and records
center personnel, should establish policies and procedures for storing MR
files under proper environmental and security conditions and for maintaining
their assoc.ated documentation. Either agencies take responsibility for
long-term preservation of MRR and documentation, or the archives negot1ates
early transfer to the archives of a security copy.

10.3 Archival Preservation.and Management of Machine-Readable Records

Archival preservation will require policies and procedures for preserving
and maintaining the MRR and training archival staffs so that they have the
technical skills to handle MRR. Although MRR are stored on a variety of media
in the agency, the archival storage medium will be magnetic tape. Systematic
maintenance is essential to insure magnetic tape's preservation. To prevent
the loss of data due to damaged, unreadable, or lost magnetic tapes, both a

‘master and security back-up copy of any MRR file should be generated on new
magnetic tape. If the information on ome copy becomes inaccessible, it should
be possible to recover the data from the other. The master and security
copies should each be stored at separate physical locations.

p : .

A variety of procedures should be implemented to maintain relatively
constant tension levels for long periods of storzge. Tapes should be cleaned
and rewound on an annual or biennial basis Periodic recopying of data to new-
tape is crucial for preserving the MR data. The need for frequent recopying
of magnetic tapes is in large part dependent upon environmental storage

: conditions. As with other archival media, a controlled environment is

) féssential; it should be relatively dust free, protected from high intensity
' magnetic fields, and constant in temperature and humidity levels. The

magnetic tapes should be stored in an upright position in plastic containers.

In addition to the potential physical deterioration of the storage medium,
technical advances may result in the obsolescence of the storage format and/or
medium. Given the potential costs involved, it is doubtful that maintaining
obsolete hardware and software is a feasible alternative. A more viable
alternative is conversion from one storage format and/or medium to the current
standard format and/or medium.
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As a result of dynamic technological changes during the past few years, a
variety of alternative media for storing MRR are being developed, which are
based on other technologies, such as optic or electron-beam technologies.
Archivists must keep informed about these changes, although it may be some
time before new devices with long-term archival properties are available.

The complexity of data bases and contents require access to a
sophisticated set of methodological and technical tools. The creation’ of an
archival record will require greater agency cooperation than was heretofore
necessary. Assessing the utility of data bases for future scholarly .
applications will -also require access'to expert users, to advise archivists on
the potential uses of the data. Assessments of the contents of the records
and of the structure of the data fitles should be made in concert with advisory
committees to the archives. '(This process has been sucéessful for the
creation of useful federal administrative records and public use files.)

Data security is another issue the archives must be concerned with. Some
MRR transferred to the archives may contain confidential information. A
systematic procedure to restrict access to such data must be devised and
implemented. While archives should have control over access to any tapes
within their holdings, archivists will have to depend on security and access
rotection systems available at computer installations to prevent unauthorized
e of the data. Such a security system might include the following:

\(1) Designation of all MRR by type of access.
({) Control over the tape library by a single person responsxble for
security of all materials therein.
(3) Transfer of all mat:rials to be read at the computer under
\appropriate security and control.
(4) Pre-coded passwords to assure that faulty mounting of tapes does not
regult in inadvertent disclosure of contents to unauthorized persons.

[N .
Unrestricted data must be handled with the same security as restricted files
to assure that\error does not cause accidental destructton of tapes or use by
unauthorxzed peraons. : . .

The 1mportance\of documentation in order to understand, retrieve, and
manipulate MRR, has‘\already been noted. Documentation, either supplied by the
agency or prepared by. the archives, should consist of the following:

(1) References to relevant statutes and program gutdelxnes which

‘ authorize the creation of the MRR.

! (2) The source documents which provide the basis for data collection,
entry, and processing (to assist the archivist and researcher in
determining to what extent the MRR reflect the original data
gathering activity).

(3) 1Ipformation on sampling and data collection procedures (to assist in
making appraisal and retention decisions and for making an informed
judgment jabout the applxcabxltty of the MRR to a particular research
pro;ect)
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(4) Information on the processing activities by which the MR file was
created, updated, corrected, and changed (to determine the quality of
the editing and checking procedures, changes in definitions of the
data elements, observations, levels of aggregation, and the
reliability of the information).

(5) Information on the physical organization of the MRR; including how
the records are structured, in what form they are written, and how
they must be transferred in order to be accessed and their contents
retrieved.

(6). Information on the organization of the data elements, commonly

' referred to as a "codebook" or record layout (to provide an
understandi.g of the relationship between the source documents and
the MRR, to locate each data element in the file, and to provide an
indication of the quality of the data ‘file. In addition, the
codebook describes the coding structure for each data element, which
is essential in order to manipulate the data elements for stat1st1cal
analysis and interpret quantitative and categorical data.)

) (7) Printouts of several records from the file (to provide a picture of

the records and to provide the archivist with additional information

on the MRR--particularly when information on their contents is not
provided by a codebook). '

(8) "Reports or products (or citations to such reports) generated by the
MRR (to assist in making appraisal and retention decisions, because
‘80 often information about MRR is inadequately described elsewhere).

(9) Information on rules governing access to MRR (to help make decisions

' about transferring records to the archives and about the conditions

- -that govern access by users).

(10) Information on the nature of the computer and software environment in
which the MRR are located (to determine how and whether the MRR can
be transferred to and preserved by the archives and in whar form they
can be accessed by users). »

A MRR program will incur a different set of costs for the archival”’
agency. A routine presetvat1on program is less costly and more effective than,
an emergency program  designed to salvage information recoverable from
deteriorated media. The costs of a maintenance program include ‘capital _
equipment, computer time, and personnel. If MRR dre already recorded in
standard transfer formats and the essential technical documentation required
to access and retrieve the data are readily available, the cost of maintaining

and preserving the data will be small. . .8

The cost for personnel 4nd computer time when MKR -cannot be easily .
transferred from agency custody to the archives can be high. Specialized
staff will be required to produce archival MRR. It may be necessary, if the
archives does not have specialized staff, to- purchase the services of agency
analysts and data processors or to use the staff at a nearby cpbmputing center
or computer service bureau. In any case, the budget fors a program of MRR
archival preservation will require allocation of funds for technical staff,
computational facilities, and capital equipment for storage.

+
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10.4 Access and Use

- Providing access to the archival MRR will require developing relationships
with technical support and user communities.
.‘ . . \ L4 .
The archives must provide physical access to the MRR. This can be done
via a computer center or service bureau, or a social science data archives.
The archives may choose to store a.user copy of the MRR at a ¢omputing
center. After a user decides which MRR to uae, the archivés makes a copy of
the data file available to the use¥ at the computing centér. Thia strategy is
efficient both from the archival and the user's perspective, especially if the
computing center,has available a wide range of data management and statistical
software and a technical support staff who can assist the user in carrying out
the research project. This strategy relieves the archival repository of the .
burden of providing technical user services. The user bears the cost of
access, retrieval, and manipulation of the data, and perhaps, depending on the
policies of the computer center, the cost of technical support. The only cost
to the archives is the storage of the tapes, -

Social science data archives offer another alternative to providing user
services. They are typically located at universities or colleges, and are
experienced in providing access tools and technical support for MRR users.
Archival MRR can be deposited at a social science data archives, which acts as
the disseminating agent for. the public records archives. This sort of
arrangement calls for establishing policies and procedures to share the
archival responsibilities for appraisal, accessioning, processing,
description, and dissemination. . AN

.In some cases, access and use of MRR may depend:on their contents. MRR \
may contain confidential records, for which access depends on state statutes
and the originating agency's policies with regard to these records. In cases
where the agency has delegated access responsibilities to the archives, the
archives will need to‘establish policies and procedures for use of these MRA
(see data security, p. 46). Among the policies will be determining what
information can be released to users. The archival agency will need to obtain
guidance from experts in statistics and other disciplines in order to
determine what strategies are required for masking the identity of the
individuai,records, so that sensitive information is not released. Among the
policies should be those whi¢h require the user not to reveal individual
identities of any of the cases and to bear the responsibility for assuring

" that no harm may come to the individuals through inadvertent disclosure.

Increasingly, MRR are created in complex and dynamic environments that
require new and different user communities to provide expertise on creating
useful MRR for future research and scholarly activities. Because automated
information management Bystems present a host of intellectual and technical
problems, the archival agency will want to work closely with state agency and

~academic .users to determine how archival MRR can be broduced from these new

environments, While it is impossible to predict with any certainty what

research use will be in the next decades, guidance from the research communi ty
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"
will be invaluable to the archivist in deciding what data to retain from
sophisticated information management systems. K

. \ '
) ]
11. Concluding Remarks v, <fif ‘

The effectiveness of archivists in this era of rapid technological change
depends on their ability to alter past behavior and to fashion strategies to
cope with both the opportunities and the problems created by change.
Technology and increased record-keeping by government motivates archivists to
reexamine many basic assumptions about archiwval theory and practice. As the
project findings have demonstrated, many assumptions must be revigdd if a
tecord of governméhté& activities is to be ma1nta1ned. ~

, S o .

Our progect demonstrated that co peration must become a central archival
strategy for the preservatioh of MRR. Interinstitutional cooperatiop is a
requ1rement, fostered by the complex environment and technology of which the
archives is a part. Programs for tonserving the archivgl HRR will require
increased cooperation between governmental agencies and thelarchives, between.
the archives and other organizations which are 8p8¢18118t8 in this type of
record, and bgtween the archives and the user community.

~ .

Preserving archival MRR will also require that the ‘archives engage in new
planning strategies for identifying and analyzing records needs, delineating
objectives, devising and testing new approaches, and evaluating its
achievements. The archival profession must educate itself in the preservation
and use of mach1ne-readab1e records.

8
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